A BUSINESS ASSOCIATE AGREEMENT
BETWEEN
SHELBY COUNTY GOVERNMENT
AND
(INSERT BUSINESS ASSOCIATE’S NAME)

THIS BUSINESS ASSOCIATE AGREEMENT (hereinafter “Agreement”) is between SHELBY
COUNTY GOVERNMENT on behalf of the MEMPHIS AND SHELBY COUNTY HEALTH
DEPARTMENT (hereinafter “Covered Entity”) and (INSERT BUSINESS ASSOCIATE’S
NAME) (hereinafter “Business Associate). Covered Entity and Business Associate may be
referred to herein individually as “Party” or collectively as “Parties.”

BACKGROUND

Business Associate and Covered Entity acknowledges that they are subject to the Privacy Rule
(45 CFR Parts 88160 and 164), the Security Rule (45 CFR Parts 88160, 162 and 164) pursuant to
the Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191
and the Health Information Technology for Economic and Clinical Health Act (HITECH ACT),
Title XII1, Division A, Subtitle D 13400, a provision of the American Recovery and
Reinvestment Act (ARRA) of 2009 (Public Law 111-5), which codifies and expands many of
the HIPAA requirements. Both regulations were promulgated by the United States Department
of Health and Human Services (HHS).

Business Associate provides services or goods to Covered Entity pursuant to one or more
contractual relationships detailed below and hereinafter referred to as “Service Contracts”.

-CA for the provision of (Describe the Service)
-CA

In the course of executing Service Contracts, Business Associate may come into contact with,
use, or disclose Protected Health Information (defined in Section 1.9 below). Said Service
Contracts are hereby incorporated by reference and shall be taken and considered as a part of this
document the same as if fully set out herein.

In accordance with the federal privacy and security regulation set forth at 45 CFR Part 88 160,
162 and 164 and expanded by the Health Information Technology for Economic and Clinical
Health Act of 2009 which requires the Covered Entity to have a written contract with each of its
Business Associates, the Parties wish to establish satisfactory assurances that the Business
Associate will appropriately safeguard “Protected Health Information™ and, therefore, hereby
enter into and make this Agreement.

1. DEFINITIONS



1.1.

1.2.

1.3.

14.

1.5.

1.6.

1.7.

1.8.

1.9.

1.10.

1.11.

1.12.

1.13.

2.1.

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as
those terms in 45 CFR 88 160, 162 and 164.

“HIPAA” shall mean the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-191.

“HITECH” shall mean the Health Information for Technology Economic and Clinical
Act of 2009, Public Law 1115.

“Privacy Rule” shall mean the Standards for Privacy for Individually Identifiable Health
Information at 45 CFR §§ 160 and 164.

“Security Rule” shall mean the Security Standards at 45 CFR 88 160, 162, and 164.

“Covered Entity” shall have the meaning given to such term under the Privacy and
Security Rule, including but not limited to, 45 CFR 8§ 160.163.

“Business Associate’ shall have the meaning given to such term under the Privacy and
Security Rule, including but not limited to, 45 CFR 8§ 160.163.

“Protected Health Information” or “PHI” shall have the same meaning given to such term
under the HIPAA Regulations at 45 CFR 8§ 160, 162 and 164, including, but not limited
to 45 CFR § 164.501.

“Individual” shall have the same meaning as the term “individual” in 45 CFR § 164.501
and shall include a person who qualifies as a personal representative in accordance with
45 CFR  §164.502(g).

“Designated Record Set” shall have the meaning set out in its definition at 45 CFR §
164.501.

“Breach” shall have the meaning given to such term under the Privacy and Security Rule,
including but not limited to, 45 CFR § 164.402.

“Unsecured Protected Health Information” shall have the meaning given to such term
under the Privacy and Security Rule, including but not limited to, 45 CFR 8§ 164.402.

“Required by Law” shall have the same meaning as the term “required by law” in 45
CFR § 164.501.

OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

Business Associate agrees to fully comply with the requirements under the Privacy and
Security Rule applicable to “Business Associates,” as that term is defined in the Privacy
and Security Rule and not use or further disclose Protected Health Information other than
as permitted or required by this Agreement, Service Contracts, or as Required by Law. In
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2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

case of any conflict between this Agreement and Service Contracts, this Agreement shall
govern.

Business Associate will implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of the
PHI that is created, received, maintained, or transmitted on behalf of the Covered Entity.
Said safeguards shall include, but are not limited to, requiring employees to agree to use
or disclose Protected Health Information only as permitted or required by this Agreement
and taking related disciplinary actions for inappropriate use or disclosure as necessary.

Business Associate must develop policies and procedures with respect to PHI that is
designed to comply with the standards and implementation specifications of the Privacy
and Security Rule.

Business Associate must train all members of its workforce on the policies and
procedures necessary to carry out the requirements of Subpart D of this regulation.

Business Associate will provide the covered entity with documentation of the
development and implementation of such administrative, physical, and technical
safeguards and policies and procedures.

Business Associate shall require any agent, including a subcontractor, to whom it
provides Protected Health Information received from, or created or received by, Business
Associate on behalf of Covered Entity or that carries out any duties for the Business
Associate involving the use, custody, disclosure, creation of, or access to Protected
Health Information, to agree, by written contract with Business Associate, to the same
restrictions and conditions that apply through this Agreement to Business Associate with
respect to such information.

Business Associate must promptly report to the Covered Entity any security incident of
which it becomes aware.

Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is
known to Business Associate of a use or disclosure of Protected Health Information by
Business Associate in violation of the requirements of this Agreement.

Upon a suspected breach of unsecured Protected Health Information being held by
Business Associate, Business Associate must notify the Covered Entity within fifteen
(15) days. Such notice must include at a minimum: (a) the identification of each
individual whose unsecured Protected Health Information has been or is reasonably
believed to have accessed; (b) A brief description of what happened, including the date of
the breach and the date of the discovery of the breach, if known; (c) A description of the
types of unsecured protected health information involved in the breach; (d) Any steps
individuals should take to protect themselves from potential harm resulting from the
breach; (e) A brief description of what the Business Associate involved is doing to
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2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

investigate the breach, to mitigate harm to individuals, and to protect against any further
breaches.

Business Associate agrees to require its employees, agents, and subcontractors to
immediately report, to Business Associate, any use or disclosure of Protected Health
Information in violation of this Agreement in the same manner outlined in paragraph 2.9
above and to report to Covered Entity any use or disclosure of the Protected Health
Information not provided for by this Agreement within fifteen (15) days.

If Business Associate receives Protected Health Information from Covered Entity in a
Designated Record Set, then Business Associate agrees to provide access, at the request
of Covered Entity, to Protected Health Information in a Designated Record Set, to
Covered Entity or, as directed by Covered Entity, to an Individual in order to meet the
requirements under 45 CFR § 164.524, provided that Business Associate shall have at
least ten (10) business days from Covered Entity notice to provide access to, or deliver
such information.

If Business Associate receives Protected Health Information from Covered Entity in a
Designated Record Set, then Business Associate agrees to make any amendments to
Protected Health Information in a Designated Record Set that the Covered Entity directs
or agrees to pursuant to the 45 CFR § 164.526 at the request of Covered Entity or an
Individual, and in the time and manner designated by Covered Entity, provided that
Business Associate shall have at least ten (10) business days from Covered Entity notice
to make an amendment.

Business Associate agrees to make its internal practices, books, and records including
policies and procedures and Protected Health Information, relating to the use and
disclosure of Protected Health Information received from, created by or received by
Business Associate on behalf of, Covered Entity available to the Secretary of the United
States Department of Health and Human Services or the Secretary’s designee, in a time
and manner designated by the Secretary, for purposes of determining Covered Entity’s or
Business Associate’s compliance with the Privacy and Security Rule.

Business Associate agrees to document disclosures of Protected Health Information and
information related to such disclosures as would be required for Covered Entity to
respond to a request by an Individual for an accounting of disclosure of Protected Health
Information in accordance with 45 CFR 8 164.528.

Business Associate agrees to provide Covered Entity or an Individual, in time and
manner designated by Covered Entity, information collected in accordance with this
Agreement, to permit Covered Entity to respond to a request by an Individual for an
accounting of disclosures of Protected Health Information in accordance with 45 CFR §
164.528, provided that Business Associate shall have at least ten (10) business days from
Covered Entity notice to provide access to, or deliver such information which shall
include, at minimum, (a) date of each disclosure; (b) name of the third party to whom the
Protected Health Information was disclosed and, if known, the address of the third party;
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2.16.

2.17.

2.18.

2.19.

2.20.

2.21.

3.1.

3.2.

3.3.

(c) brief description of the disclosed information; and (d) brief explanation of the purpose
and basis for such disclosure.

Business Associate agrees it must limit any use, disclosure, or request for use or
disclosure of Protected Health Information to the minimum amount necessary to
accomplish the intended purpose of the use, disclosure, or request in accordance with the
requirements of the Privacy and Security Rule.

Business Associate represents to Covered Entity that all its uses and disclosures of, or
requests for, Protected Health Information shall be the minimum necessary in accordance
with the Privacy and Security Rule requirements.

Covered Entity may, pursuant to the Privacy and Security Rule, reasonably rely on any
requested disclosure as the minimum necessary for the stated purpose when the
information is requested by Business Associate.

Business Associate agrees to adequately and properly maintain all Protected Health
Information received from, or created or received on behalf of, Covered Entity and to
document subsequent uses and disclosures of such information by Business Associate as
may be deemed necessary and appropriate by the Covered Entity.

If Business Associate receives a request from an Individual for a copy of the individual’s
Protected Health Information, and the Protected Health Information is in the sole
possession of the Business Associate, Business Associate will provide the requested
copies to the individual and notify the Covered Entity of such action. If Business
Associate receives a request for Protected Health Information in the possession of the
Covered Entity, or receives a request to exercise other individual rights as set forth in the
Privacy and Security Rule, Business Associate shall notify Covered Entity of such
request and forward the request to Covered Entity. Business Associate shall then assist
Covered Entity in responding to the request.

Business Associate agrees to fully cooperate in good faith with and to assist Covered
Entity in complying with the requirements of the Privacy and Security Rule.

PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

Except as otherwise limited in this Agreement, Business Associate may use or disclose
Protected Health Information to perform functions, activities, or services for, or on behalf
of, Covered Entity as specified in Service Contracts, provided that such use or disclosure
would not violate the Privacy and Security Rule if done by Covered Entity.

Except as otherwise limited in this Agreement, Business Associate may use Protected
Health Information as required for Business Associate’s proper management and
administration or to carry out the legal responsibilities of the Business Associate.

Except as otherwise limited in this Agreement, Business Associate may disclose
Protected Health Information for the proper management and administration of the
5

C:\USERS\ARUN.DYASANNDOCUMENTS\TEMP FILES\INTRANET\BAA AGREEMENT.DOC\September 12, 2013 (3:16PM)



3.4.

4.1.

4.2.

4.3.

4.4,

4.5.

4.6.

Business Associate, provided that disclosures are Required By Law, or provided that, if
Business Associate discloses any Protected Health Information to a third party for such a
purpose, Business Associate shall enter into a written agreement with such third party
requiring the third party to: (a) maintain the confidentiality of Protected Health
Information and not to use or further disclose such information except as Required By
Law or for the purpose for which it was disclosed, and (b) notify Business Associate of
any instances in which it becomes aware in which the confidentiality of the Protected
Health Information is breached.

Except as otherwise limited in this Agreement, Business Associate may use Protected
Health Information to provide Data Aggregation services to Covered Entity as permitted
by 42 CFR § 164.504(e)(2)(1)(B).

OBLIGATIONS OF COVERED ENTITY

Covered Entity shall provide Business Associate with the notice of privacy practices that
Covered Entity produces in accordance with 45 CFR § 164.520, as well as any changes to
such notice.

Covered Entity shall provide Business Associate with any changes in, or revocation of,
permission by an Individual to use or disclose Protected Health Information, if such
changes affect Business Associate’s permitted or required uses.

Covered Entity shall notify Business Associate of any restriction to the use or disclosure
of Protected Health Information that Covered Entity has agreed to in accordance with 45
CFR  §164.522, to the extent that such restriction may affect Business Associate’s use
of Protected Health Information.

Covered Entity shall notify each individual of any breach discovered by the covered
entity

in accordance with regulatory requirements at 164.404 of this subpart. Such notice should
include at a minimum: (a) A brief description of what happened, including the date of the
breach and the date of the discovery of the breach, if known; (b) A description of the
types of unsecured protected health information that were involved in the breach; (c) Any
steps individuals should take to protect themselves from potential harm resulting from the
breach; (d) A brief description of what the covered entity involved is doing to investigate
the breach, to mitigate harm to individuals, and to protect against any further breaches.

Covered Entity shall give notification to a prominent Media in the state or jurisdiction
and the Department of Health and Human Service of breaches of unsecured Protected
Health Information in accordance with the requirements of 164.406 and 164.408 of this
subpart.

Covered Entity agrees to make its internal practices, books, and records including
policies and procedures and Protected Health Information, relating to the use and
disclosure of Protected Health Information received from, created by or received by
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5.1.

6.1.

6.2.

Business Associate on behalf of, Covered Entity available to the Secretary of the United
States Department of Health and Human Services or the Secretary’s designee, in a time
and manner designated by the Secretary, for purposes of determining Covered Entity’s or
Business Associate’s compliance with the Privacy and Security Rule.

PERMISSIBLE REQUESTS BY COVERED ENTITY

Covered Entity shall not request Business Associate to use or disclose Protected Health
Information in any manner that would not be permissible under the Privacy and Security
Rule if done by Covered Entity.

TERM AND TERMINATION

Term. This Agreement shall be effective as of the date on which it is signed by both
parties and shall terminate when all of the Protected Health Information provided by
Covered Entity to Business Associate, or created or received by Business Associate on
behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is infeasible
to return or destroy Protected Health Information, Section 6.3. below shall apply.

Termination for Cause.

6.2.1 This Agreement authorizes and Business Associate acknowledges and agrees Covered

Entity
event
6.2.1.1

6.2.1.2

6.2.1.3

6.2.1.4

6.2.1.5

6.2.1.6

6.2.1.7

shall have the right to immediately terminate this Agreement and Service Contracts in the
Business Associate:

Fails to comply with, or violates a material provision of, requirements of the Privacy and
Security Rule or this Agreement.

Violates the terms and conditions of a Business Associate Agreement in its capacity as a
business associate of another covered entity.

Upon Covered Entity’s knowledge of a material breach by Business Associate.

Covered Entity shall take any steps reasonably necessary to cure such breach or end such
violation.

Covered Entity shall, whenever practicable, provide a reasonable opportunity for
Business Associate to cure the breach or end the violation.

If Business Associate has breached a material term of this Agreement and cure is not
possible or if Business Associate does not cure a curable breach or end the violation
within a reasonable time as specified by, and at the sole discretion of, Covered Entity,
Covered Entity may immediately terminate this Agreement and Service Contracts.

If neither cure nor termination is feasible, Covered Entity shall report the violation to the
Secretary of the United States Department of Health in Human Services or the
Secretary’s designee.
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6.3.

6.3.1.

6.3.2.

7.1.

7.2.

7.3.

74.

7.5.

Effect of Termination.

Except as provided in Section 6.3.2. below, upon termination of this Agreement, for any
reason, Business Associate shall return or destroy all Protected Health Information
received from Covered Entity, or created or received by Business Associate on behalf of,
Covered Entity. This provision shall apply to Protected Health Information that is in the
possession of subcontractors or agents of Business Associate. Business Associate shall
retain no copies of the Protected Health Information.

In the event that Business Associate determines that returning or destroying the Protected
Health Information is not feasible, Business Associate shall provide to Covered Entity
notification of the conditions that make return or destruction unfeasible. Upon mutual
agreement of the Parties that return or destruction of Protected Health Information is
unfeasible, Business Associate shall extend the protections of this Agreement to such
Protected Health Information and limit further uses and disclosures of such Protected
Health Information to those purposes that make the return or destruction unfeasible, for
so long as Business Associate maintains such Protected Health Information.

MISCELLANEOUS

Requlatory Reference. A reference in this Agreement to a section in the Privacy and
Security Rule means the section as in effect or as amended.

Amendment. The Parties agree to take such action as is necessary to amend this
Agreement from time to time as is necessary for Covered Entity and Business Associate
to comply with the requirements of the Privacy and Security Rule and the Health
Insurance Portability and Accountability Act, Public Law 104-191. Business Associate
and Covered Entity shall comply with any amendment to the Privacy and Security Rule,
the Health Insurance Portability and Accountability Act, Public Law 104-191, and related
regulations upon the effective date of such amendment, regardless of whether this
Agreement has been formally amended.

Survival. The respective rights and obligations of Business Associate under Section 6.3.
of this Agreement shall survive the termination of this Agreement.

Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning
that permits Covered Entity and the Business Associate to comply with the Privacy and
Security Rule.

Notices and Communications. All instructions, notices, consents, demands, or other
communications required or contemplated by this Agreement shall be in writing and shall
be delivered by hand, by facsimile transmission, by overnight courier service, or by first
class mail, postage prepaid, addressed to the respective party at the appropriate facsimile
number or address as set forth below, or to such other party, facsimile number, or address
as may be hereafter specified by written notice.
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7.6.

1.7.

7.8.

7.9.

COVERED ENTITY: BUSINESS ASSOCIATE:

Shelby County Government INSERT BUSINESS ASSOCIATE’S
Director of Health NAME
814 Jefferson Avenue 38103 NAME AND TITLE
Telephone: 901-544-7583 ADDRESS
Fax: 901-544-7475 Telephone: NUMBER
Fax: NUMBER
With Copy To:

Shelby County Government
Contract Administrator

160 N. Main, Suite 550
Memphis, TN 38104

All instructions, notices, consents, demands, or other communications shall be considered
effectively given as of the date of hand delivery; as of the date specified for overnight
courier service delivery; as of three (3) business days after the date of mailing; or on the
day the facsimile transmission is received mechanically by the facsimile machine at the
receiving location and receipt is verbally confirmed by the sender.

Strict Compliance. No failure by any Party to insist upon strict compliance with any term
or provision of this Agreement, to exercise any option, to enforce any right, or to seek
any remedy upon any default of any other Party shall affect, or constitute a waiver of, any
Party’s right to insist upon such strict compliance, exercise that option, enforce that right,
or seek that remedy with respect to that default or any prior, contemporaneous, or
subsequent default. No custom or practice of the Parties at variance with any provision
of this Agreement shall affect, or constitute a waiver of, any Party's right to demand strict
compliance with all provisions of this Agreement.

Severability. With respect to any provision of this Agreement finally determined by a
court of competent jurisdiction to be unenforceable, such court shall have jurisdiction to
reform such provision so that it is enforceable to the maximum extent permitted by
applicable law, and the Parties shall abide by such court's determination. In the event that
any provision of this Agreement cannot be reformed, such provision shall be deemed to
be severed from this Agreement, but every other provision of this Agreement shall
remain in full force and effect.

Governing Law. This Agreement shall be governed by and construed in accordance with
the laws of the State of Tennessee.

Compensation. There shall be no remuneration for performance under this HIPAA
Business Associate Agreement except as specifically provided by, in, and through,
contractual relationships referenced herein.
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IN WITNESS WHEREOF, the parties have entered into this Agreement on the latest date
executed below.

SHELBY COUNTY GOVERNMENT:

INSERT MAYOR’S NAME, Mayor Date

INSERT BUSINESS ASSOCIATE’S NAME:

NAME AND TITLE Date

APPROVED:

Contract Administrator/Assistant
County Attorney

(CEW Clean Copy 3.23.10)
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